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Spear Phishing




Exposing Information Publicly

Roster
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Phishing (Social Engineering)

The phisher wants to trick us into doing something.

Some red flags:

* A stranger initiated the convers
* Authority figure
* Urgency

* Send money (eventually)




A Phishing Email’s
Red Flags

e From address
e Link address
e Attachment

Junk @ Delete

subject Your Facebook passwo 71:58 PM
To Alan Baker Other Actions ~

Dear alanwbaker,

Your Facebook password has been hacked. To reinstate your
account, complete the attached form or click on the link below.

our Facebook profile

Your Facebook Support Team
(408) 224-9701

b @1 attachmengacebook.zip =3 nknown 3 Save|~

p:// deviate.olotiong.co.uk/web/campaign/MzUyfDIOfDESN|K




Passwords

P\ease 'te“ me 3ou’r‘= not ac“inﬂ a
\ special eymbal to your password.

(Gt this cartosn & framed & qot sioned | P bosks ot LossaPartsComic fom
Casn Dave BllzﬁmwlﬂfiHanlﬁiﬂh: Pest Nwws S#'fT ydicate




Why not use an easy-to-remember password?




Strong Password?

Hypothetically (14 characters)

HypOthetic/A\11y (15 characters)
O# gh6WS8 (8 characters)

correcthorsebatterystaple (25 characters)
Correct-horse2battery (21 characters)




Use the same password
for different accounts?

'C Continue with Google

wud
Or

| Log in with Email



Where to Store Passwords

* Password manager

~— Generates and stores passwords in an
encrypted vault

— Automatically fills passwords into websites M
~ Bitwarden, 1Password, Dashlane, Keychain aBobulll .

* Passkey (WebAuthn, FIDO2)

[
~ Google, Facebook, eBay, Microsoft, Apple ‘?PaSSkey

uture of passwords.



Two-Factor Authentication

* Text message code (good)

* Authenticator app code (better)
* Hardware security key (best) £
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